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 Q.1 a. Write the ways in which the OSI reference model and TCP/IP reference model are 
different and the ways they are the similar.  (4) 

 
Answer: 
Both models are based on layered protocols. Both have a network, transport and application layer. In both 
models, the transport service can provide a reliable end-to-end byte stream.    Differ in several ways:  The 
number of layers is different, the TCP/IP does not have session or presentation layers. OSI does not 
support internetworking, and OSI has both connection-oriented and connectionless service in the network 
layer. 
 
  b.  Consider the sliding window Go-Back-N ARQ system in which S sends packets 

0,1,2,3,4,5 and 6. Packet 3 received at R is corrupted then what do S and R sends to 
each other next?  (4) 

 
Answer: R sends  ACK-3 , S then sends packets 3,4,5,6,7,0 and 1. 
 
  c. Write name of OSI layer which is responsible for the following. 
   (i)  To route the packets, determine the best path   
   (ii) Responsible to provide end-to-end communications with reliable service 
           (iii) Provides node-to-node reliable communications 
           (iv) Provides the congestion control                                                                   (4) 
 
Answer: i)The network layer  ii) The transport  iii  The data link layer  iv) Network layer 
 
  d.  Write the key differences between IP addresses and MAC addresses.  (4) 
 
Answer: 
MAC addresses are flat, whereas IP addresses are hierarchical , addresses are 48-bits long, whereas IPv4 
addresses are 32-bits long. MAC addresses are globally unique, whereas IP addresses are not necessarily. 
MAC addresses are burned into the device, whereas IP addresses may be assigned dynamically. MAC 
addresses are used at the link layer within a single network, whereas IP addresses are used at the network 
layer between networks  
 
  e. What is the man-in-the-middle attack?  Can this attack occur when symmetric keys 

are used?  (4) 
 
Answer: 
In a man-in-the-middle attacker, the attacker interposes him/herself between the sender and receiver, 
often performing some transformation (e.g., re-encoding or altering) of data between the sender and 
receiver. Man-in-the-middle attacks can be particularly pernicious since  the sender and receiver will each 
receive what the other has sent and since they are using encryption would think that they have achieved 
confidentiality. 
 
  f.  Why was IPv6 created? Describe the most significant changes of IPv6 compared to 

IPv4. (4) 
Answer: 
IPv6 was primarily created to overcome the address shortage of IPv4 addresses. The most 
significant change is the increase in address length from 32 bits to 128 bits. Another change was 
the addition of a flow label. 
 



CT32 (ALCCS)                                                 COMPUTER NETWORKS DEC 2015 
 

© IETE                                                                                                                                 2 

  g.  E-mail clients in personal computers mostly use the POP or the IMAP protocols to 
download incoming mail. Why do they not use SMTP?              (4) 

Answer: 
SMTP requires that the receiving program is on-line all the time, and personal computers are sometimes 
shut down or not running any mail program. POP and IMAP store incoming e-mail in the server, until the 
user downloads them. POP and IMAP identify the user before giving access to the e-mail for this user, 
which can give better security. 
 
 Q.2 a. A slotted ALOHA network transmits 200-bit frames using a shared channel 

with a 200-kbs   bandwidth. Find the throughput if the system (all stations 
together) produces (5) 

    (i) 1000 frames per second            (ii) 250 frames per second 
Answer: 
(i) Frame transmission time is 200/200 kbs=1ms  
i.e system generate 1000 frame per second(one frame per second)      So Load (G) is 1.   
S=G x e -G  

      ==> S =0.368  
Throughput is == 1000 x 0.368=368 frames i.e out of 1000 only 368 frames probably survive. 
(ii) Here G=1/2              So    S=G x e -G  

      ==> S =0.303  
Throughput is == 500 x 0.303=151.5 frames  i.e out of 500 only 151 frames probably survive. 
 
  b. What are fundamental differences which exist between NRZ-L and NRZI ?  

Sketch the Manchester encoding and Differential encoding for the bit stream: 
0001110101? (6) 

Answer: 
Difference between NRZ-L and NRZI 
– With NRZ-L, the receiver has to check the voltage level for each bit to determine whether 

the bit is a 0 or a 1,  
– With NRZI, the receiver has to check whether there is a change at the beginning of the bit 

to determine if it is a 0 or a 1 

  
 
  c. Explain CSMA and its different versions. What are the limitations of each 

version? Briefly explain CSMA/CD and CSMA/CA. In which situation should 
we use each of the above?                            (7)                                                           

Answer: Page 250-254 (Tenenbaum) 
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   Q.3 a. Consider that a 48,000 bit packet is to be transmitted on a link having the 
propagation speed of 2 x 108 m/sec and physical link length of 1,000 m. Now 
suppose that the node can transmit at a rate of 4 Gbps. (6) 

   (i) What is the transmission time for the packet? 
   (ii) What is the propagation delay on the link? 
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   (iii) Suppose that if the node starts transmitting the packet at time t=0, then at 
what time is the packet fully received at the destination?   

Answer: 
(i) 48,000 bits / 4 x 10^9 bps = 12 microsec   
(ii) 1,000 m / 2 x 10^8 m/s = 5 microsec 
(iii) It takes the transmission time to get the packet onto the link. Once there, it is not fully received   until 
the  last bit is received: this occurs after the propagation  delay. The total time is therefore 
12 microsec + 5 microsec = 17 microsec    So at t=17 microsec the packet is fully received at the destination.  
 
  b. What is the key difference between a bridge and a repeater? Does a bridge 

achieve the same purpose similar to repeater? (6) 
Answer: 
A bridge is layer 2 and a repeater is layer 1.  A repeater passes through all frames and 
regenerates the digital signal.  When the signal is regenerated it is brought back to the "full" 
voltage level of the signal (e.g. as sent at the sending host).  A bridge also regenerates the digital 
signal so it achieves the same purpose in this respect. 
 
          c. If a binary signal is sent over a 3-kHz channel whose signal-to-noise ratio is 20 

dB, what is the maximum achievable data rate? (6)             
Answer: 
According to Shannon theorem which specifies the maximum data rate in a noisy channel as 
B*log_2^(1+S/N) where B is the bandwidth, S/N is the signal-to-noise ratio. Usually, S/N is 
given in "decibel", not just a ratio.   Decibel is calculated by dB=10log_10^(S/N)  
Therefore, we get S/N first as   20dB=10log_10^(S/N) ==> S/N=10^2=100  
Substitute S/N into Shannon's theorem, we get the maximum bps as 
 3k*log2^(1+S/N)=3log2^101kbps=19.97kbps.    However, the maximum data rate, 
assuming the channel is noise free, is only 6kbps, according to Nyquist rate. Therefore, the final 
answer should be 6kbps.        Nyquist limit is 2 * 3 * log 2  b/s ( base is 2 )= 6kb/s  
Shannon limit = 3 * log ( 1 + s/n ) As signal - noise ratio is 20 db , we have s/n = 100  
= 3 * log 101 = 19.85kbps  
Thus, the limiting value is Nyquist limit i.e 6Kbps  
 

 Q.4 a. Consider a message D, presented by the following polynomial x19 +x17 + x16 +x13 
+x12 + x11 + x9 + x5 + x2 + 1 , which is transmitted using the standard Cyclic 
Redundancy Check (CRC) method. The generator polynomial is x7 + x5 + x4 + 
x3 + x2 + 1. Find the CRC and show the actual bit string to be transmitted. (7) 

Answer: D = 10110011101000100101    G = 10111101   CRC bit: 0111 001 
 Transmitted bit: 10110011101000100101 0111 001 
 
     b. Write the hamming code of the data 1001101. Consider that receiver receives 

the code 10010100101.  When it uses the hamming encoding method with even 
parity, then which bit(s) is in error? What is the correct code?  (6) 

 
Answer: hamming code:  10011100101  ,    7th bit  have error,  correct bit:  1100 1110 111 
 
     c. Find out the 2-dimensional even bit parity check of the data 1100111 1011101 

0111001 0101001. Write the data and parity bit which will be transmitted. (5) 
 
Answer: data and parity bit:   11001111 10111011  01110010    01010011  01010101 
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 Q.5 a. Suppose that you have assigned the task of designing a network in which you 

have to setup two routers R1 and R2 as shown below in the figure. You have 
assigned at your disposal the address 128.119.248.0/21. Consider that D1 
Network has 1000 nodes, D2 Network has 200 nodes, D3 Network has 500 nodes 
and D5 network has 250 nodes; assign network addresses to each of the four 
sub network in the form a.b.c.d/x. Justify how this address space can be 
distributed in the domain by presenting the network identifiers for each of the 
four networks and also provide the forwarding tables for the two routers. (13) 

 
Answer: 
 
 

 
 

 
 
 
 
 
Router 1’s Forwarding Table 
Destination Address  Link Interface 
128.119.248.0/22              1 
128.119.252.0/22    2 
 
Router 2’s Forwarding Table 
Destination Address               Link Interface 
128.119.248.0/24         1 
128.119.248.0/21 or 128.119.250.0/23 or 128.119.252.0/22   2 
128.119.249.0/24         3 
 
           b. Consider an organization which is assigned the network address 193.1.1.0/24. 

Organization wants to create six subnets. The largest subnet is required to 
support 25 hosts. Write the subnet mask and subnet addresses of all the six 
subnets.  (5) 

Network No.of 
Nodes 

Subnet Here Bold bits showing  host’s  bits 

FD1  1000 128.119.252.0/22 128.119.1111 1 1 0 0 .0000 0000/22 
FD2  200  128.119.248.0/24 128.119.1111 1 0 0 0 .0000 0000/24 
FD3  500   128.119.250.0/23 128.119.1111 1 0 1 0 .0000 0000/23 
FD5  250  128.119.249.0/24 128.119.1111 1 0 0 1 .0000 0000/24 
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Answer: 
Network address :  193.1.1.0/24 
                                193.1.1.0/27 
 193.1.1.32/27   
 193.1.1.64/27 
 193.1.1.96/27 
 193.1.1.128/27 
 193.1.1.160/27 
 193.1.1.192/27 
 193.1.1.224/27 
 
 Q.6 a. Consider the below given network topology. Show the iterations followed by 

node A in a tabular form to compute the shortest paths from itself to all the 
other nodes using the Dijkstra’s algorithm. You can assume A has already 
collected all link state information in the network. (10) 

 

                        
Answer: 

 

1 8 

7 

3 

4 

1 

4 

2 
2 

A 

B C 

D 

E F 
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  b. With an example explain Link state routing and compare it with distance vector 
routing algorithm. (8)                      

Answer:  
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 Q.7 a. Consider that you have two browser applications which are active at the same 

time, and suppose that your two active applications are accessing the same 
server to retrieve HTTP documents at the same time. Explain how does the 
server will differentiates between the two applications? (4) 

Answer: 
A client application generates an ephemeral port number for every TCP connection it sets up. 
An HTTP request connection is uniquely specified by (TCP, client IP address, ephemeral port #, 
server IP address, 80). Both applications in the above situations will have different ephemeral 
port #s and hence  distinguishable to the server. 
 
  b. Using RSA, choose p = 3 and q = 11, and encode the phrase "hello". Apply the 

decryption algorithm to the encrypted version to recover the original plaintext 
message.                 (9) 

Answer: 
We are given 3=p  and .11=q  We thus have 33=n  and .11=q  Choose 9=e  (it might be a good 
idea to give students a hint that 9 is a good value to choose, since the resulting calculations are less likely 
to run into numerical stability problems than other choices for .e ) since 3 and 20)1(*)1( =−− qp  
have no common factors.  Choose 9=d  also so that 81* =de  and thus 801* =−de  is exactly 
divisible by 20. We can now perform the RSA encryption and decryption using 33=n , 9=e  and 

.9=d   
 

letter  m      m**e          ciphertext = m**e mod 33 
  h     8      134217728     29 
  e     5      1953125       20 
  l     12     5159780352    12 
  l     12     5159780352    12 
  o     15     38443359375   3 
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ciphertext    c**d             m = c**d mod n   letter 
29           14507145975869    8                h 
20           512000000000      5                e 
12           5159780352        12               l 
12           5159780352        12               l 
3            19683             15               o 
 
  c. A router has the following (CIDR) entries in its routing table:  
 
 
 
 
 
 
 
   For packets with the following IP addresses, show where the router will send 

the packet:  (5) 
(i) 128.114.52.02    (ii) 128.114.63.09        
(iii) 192.168.33.05       (iv) 128.114.57.11      
Answer: (i) Router 2        (ii) Interface 1      (iii) Router 2        (iv) Interface 0  
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Address/mask Next hop 
128.114.56.0/22 Interface 0 
128.114.60.0/22  Interface 1 
192.168.30/23 Router 1 
Default  Router 2 


